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SIP Door Phone User Manual

1 Overview

1.1 Introduction

DP41/42 is a multi-key SIP access control phone with integrated HD camera and advanced
audio system with echo cancellation. It supports H.264 video compression format and provides
excellent video quality at 1080P video resolution. compatible with the standard SIP indoor
monitor, you can talk to visitors at any time and view the video through the access control
camera.

DP88 provides users with keyless control and convenient, supports a variety of ways to open the
door without keys. As long as it is an electronic door lock, it can be opened remotely, or it can be
opened locally using an unlock code or IC / ID card. It can ideally control communication and
security through the network, and can be well applied in areas such as commerce, institutions and
residences.

1.2 Feature

¢ Video Function - optional
o 2 million pixel color CMOS camera
o Maximum image transmission rate: 1080P -25fps
o Video codec: H.264
o Resolution: up to 1920 x 1080
o Viewing angle: 80 ° (height), 60 ° (width)
o Minimum brightness: 0.1lux
e Access Control
o Access control unlock: DTMF, unlock code, IC / ID card
o SIP Door phone function
o Full two-way
o Auto answer by default
o Remote control via URL / URI
o Speed dial
e Management Function
o Automatic configuration : FTP/TFTP/HTTP/HTTPS/PNP
o Configuration via HTTP / HTTPS web
o SNMP/TR069 , NMS cloud management
o Time synchronization service / Daylight saving time
o Network upgrade firmware
o System log
o Configuration backup / restore
¢ Audio Function
o HD audio
o Two-way audio streaming
o Wideband codec: G.722
o Narrowband codec :PCMA, PCMU, G.729, G723_53, G723_63, G726_32
o Echo cancellation of G.168



o Voice Activity Detection (VAD)
o Comfort noise generator (CNG)
o Built-in micro speaker
o Acoustic echo cancellation audio output
e Protocol and network
o SIPvl (RFC 2543) . v2 (RFC 3261)
o SIP based on TLS. SRTP
o RTSP
o [Pv4/IPv6
o TCP/UDP
o RTP/RTCP. RFC 2198. RFC 1889
o HTTP/HTTPS/FTP/TFTP
o ARP/RARP/ICMP/NTP
o DNS SRV/A Query/NATPR
o Primary and secondary DNS server
o Private network penetration protocol, session timer
o 802.1p/q~ DSCP. 802.1X
o DHCP/Static/PPPoE
o DTMF mode: In-Band. RFC 2833, SIP INFO



1.3 Hardware Introduction

Power Adapter

DC 12V/1A power adapter connector

Internet

LAN port for network connection, 10/ 100M, RJ45
Interface,POE

Door EXIT SWITCH

To connect exit switch button

EXTERNAL SWITCH/DOOR LOCK

To connect magnetic lock

WIEGAND PORT

DOOR SENSOR DETECTION

To connect external wiegand reader

To detect the lock close/open

RGB & 2 Relay
AUDIO OUT To connect speaker
AUDIO IN To connect MIC

2 Installation

2.1 contents of the package

Please refer to the packing list below to check the integrity of the packing.

*

ITS DP41/ 42 SIP Door phone

1

Screw accessories package

1

Quick Guide

Rfid card(Mifare 1) optional




2.2 Installation Guide

Step 1 : Power on
Connect the supplied power adapter to the power port, and then plug the adapter into an
available power outlet. The LCD will display beating "Door phone".

Please use 12V DC/1A power adapter, or POE

Step 2: Connect Network
Connect one end of the Ethernet cable to the Internet port on the back of the DP8S, and the
other end to the wall network jack.

Step 3: Connect to computer
Input 963 # on the access control panel and press the dial key, the access control machine
will broadcast its IP address, and you can also see the IP address of the device on the LCD.

Step 4: Configure the device

Start a web browser on the computer and enter the phone's IP address into the address bar.
If the address is correct, a login screen will appear, enter the user name and password to log in to
the web console to log in to the phone webpage.

Default account & password: admin/admin,



3 Feature

3.1 Dial

You can use the following three methods to make calls:

3.1.1 One touch dial :

Click "Door Phone-Call fature" in the left navigation bar to enter the phone configuration,
In the “Call Button Selection” item, you can set 2 call button, each button can set 4 commonly
used indoor unit numbers, of which “Call Button Day 1 ~ 3” is the outgoing number during the
day, Call Button Night is the outgoing number at night, the number is a one-touch dial button The
dialed number (DP88 phone can directly press the "Dial" button to dial the number); Round
Robin Time Out is the time-out period . If a number times out and does not
answer, the door phone will automatically dial the next number (Call Button Night umber at
night); In Day Night Setting, you can configure the day and night start time to determine the
number dialed at the current time;

Click on Submit Button.

Swmius  Account Network DoorPhone  PhoneBook Maintemance  Security password. Please dhange! Logout @  Language EN TR

Defaul
2022/07/09 09:29:36

Foesic

Timeout For Answer Help
©TimesDate Outgoing Call 50 (30~1205) 5
Description
et — C— e
Set speed dial numbers with call button,
Bl Hang Up After RTP Time Out
Day Night Setting
Time Out 10 (5505 Set day and night time range.
call Button Web Call
Dial out or hangup call by web.
Call Button Selection
Function Selection dial+off hook+On | v
Dtmf Valus 5 v
Call Key Light Enabled ~ Warning :
Call Button Day 1 04
i == Field Description :
Call Button Day 3 304 Submit Shortcut
Cal Button Night EC] (e |
G Round Robin Time Out &0 (5vs0g)
Day Night Setting
Hight Start Hour: Mo o |

3.1.2 Number dialing:

Enter an existing SIP / IP account and press the dial key.



3.2 Swipe

Click “Door Phone - Access”, in the “Access Card” items, swipe a new card to the DP88,
then press “F5” refresh the web GUI, RFID card number will auto appeared, then click “add”
item.

Use the corresponding door card to open the door by swiping the card. With one beep sound
door open.

Siatus  Account Network DoorPhone PhoneBook Maintenance Security Default password. Please change! LogOut @  Language E R

2022/07/00 09:32:05

#Basic Open Door By DTMF Code Help
OTimeabatz Active AR
Do s Deeotien
. call Feature B Open Door By DTMF Code
Set DTMF code that used to open door by call remate
All Deors
end.
Identify Door Phone Identify Door Phone
Flay beep tone to identify device.
deniy Submit b ki
Access Card
Access Card Access card managemert.
8 Multicast
= Intercom Boorionenbg method s ] = Open Door By HTTP
o Search By Room Number |[“search [ Cancal Open door via hitp request.
ik Door Lock 2 SR e o a: Tima. B
i) = = - i - S Format:http://172.27.11.185/fcgifdo?
481 = =]
= 1 1 2402054 normal 1 2022-06-15 12:48:08 2 o e 7 E
0 The host 17 must be added to the fist of allowad access
ANarm |;| 1P under [security] to apen the door
B Camer 2]
(m)
0 Warning :
o =
[m] g
O Field Description :
- Submit Shortcut

3.3 Enter the password to open the door

Click “Door Phone- Access”, in the “Access Card” items, select “password”

Status  Account  Network Door Phone PhoneBook Maintemance  Security Default password. Please dhange! LogOut @ Language EF R

2022/07/09 09:34:36

#Basic Open Door By DTMF Code Help
OTimesDatz Active Enabled v i
Description
. Call Festure EZ : ; : Open Docr By DTMF Cods
Set DTMF code that used to open door by call remate
Bvoice All Doors 3 - i
A Ringtonss i
Identify Door Phone Ident?y Doar Phane
Eriai Pian — Play beep tone to identify device.
& Action URL Access Card
Access Card Access card management,
$EMulticast
= Dosr opening methed Password v Open Door By HTTP
FtIntercom
Search By Room Number |[Search ][ cancel Open door via http request.
il Door Lock = ra = > e ST I
L = = e . =ERE = Format:http://172.27.11.186/fcgifdo?
= 3 normal 182 2022-06-16 11:30:03 = ] s 5
e 2 FHEEE normal 2 2022-06-16 11:28:57 - (m] gty k'
7y — h 0 TG 11:28-‘37 |:I The hest 1P must be added to the list of allowed access
Aplam O s = . 1P under [s=curity] to open the door
W Camer o
m}
Ll Warni H
(=] s
::: Field Description :
e 1 v | [ e ] [ neat ] [ Delete | Submit Shortaut
ol



3.4 DTMF Open Door

Click “Door Phone- Access”, in “Open Door By DTMF Code”, click “Enabled”to configure
DTMF Code to open door
After setting, click Submit button.

DP88 supports 3 types DTMF: Inband. RFC 2833, SIP INFO

4 Web configuration

After dial 963 + call button key to call out the IP address of the phone.

Open the browser on the PC, enter the phone IP address, such as http://172.31.2.229, enter
the user name and password to log in to the phone web interface, the default user name and
password: admin / admin.

4.1 Status->Basic

Basicly the Status in Web menu showing the Product information, Network information,
you can roughly know the product model, network connection & account registration, As shown
below,

Status  Account Metwork DoorPhone PhoneBook Maintenance  Security Default password. Please change! Logout @  Language EFE R

2022/07/09 09:38:16

#ABasic Product Information Help

Wodel oPa2 o
WMAC Address fa-a0-3d-64-07-7c =i
SN d41-1025-0000-0032
Firmyare Version 134220355
Hardware Version 4213000060 Warning :
Upbme 0day 0 h 12 min
Field Descripti
Network Information
LAN Mode (IPvd/IPvE) o
V4
LAN Port Type DHCP
LAN IP Address 192,168,114
LAN Subnet Mask 265.255,255.0
LAN Gatevay 192,168,199
LAN DNS1 192.168.1.59
LAN DhS2
oth
LAN Link Stabus Connected
Primary NTP 0.pockntp.org
Sacondary NTP Lposlntparg
VPN Status Disabled
NS Status Disabied
Main Board Temperature 41°C
Account Information
Account1 3202182.168.1.98
Registered

Account2 None@None
UnRegisterad

*

Product Information |Display the basic information of the settings, such as Model, MAC
Address (physical address of the IP device), Firmware Version, and
Hardware Version.

Network
Information « Display the set network status, Ex:LAN Port Type (DHCP/Static

e IP/PPPOE) . LAN Link Status. LAN IP Address. LAN Subnet Mask-
e LAN Gateway. LAN DNS1. LAN DNS2. Primary NYP and Secondary




o NTP (NTP server is used to automatically synchronize the time from
e the Internet) .

Account Information Display device account information and registration status (account
user name, registration server address and registration result).

4.2 Account

The account in web GUI Include

1. Basic system information;

2. Advanced account display & configure;
3. Audio, video codec display & configure.

4.2.1 Account->Basic

Statws  Account Metwork DoorPhone  PhoneBook Maintenance  Security Default password. Please changel LogOut ©

2022/07/09 09:40:23

ABasic SIP Account Help
i Advanced Shatus Registered o
S Account Accountl: 320 ™ s
ECodacs At Erabied 5 SIP Acoourt
Choosa differant account and fill in the regist
Display Label 320 p—
Display Mame 320
Fagister Nama 320 SIP Sarver
e e Sip server addrass provided by ISP
—
SIP Server 1 T
Server [P 192.158.1.39 -
Reaon e e
Submit Shortcut
SIP Server 2 SubiaE
- —
S (=
Sip status tip
Sip status tp
Sipstatus besp interval (3~305)
Outbound Proxy Server
Active Disabled &
Server B [ 1
. 1

Transport Type
NAT

NAT Disabled hd

Stun Server Address

| porf 3478

VPN
VPN Preferred
*
SIP Account Display and configure basic account information:  *

Status: Display account registration results;  *
Display Label: The label displayed on the screen;  °




Display Name: Send to another caller for display; -

Register Name: Assigned by SIP server provider;

User Name: Deploy SIP account by SIP server;

Password: Certification authorization while do the registration & call.

SIP Server 1

Display and configure master server information:

Server IP: SIP server address can be a domain name or an IP address;
Registration Period: The IP phone will automatically re-register within
the registration period;

SIP Server 2

Display and configure secondary server information:

If registration secondary SIP server, the [P phone will go to both
Primary/secondary SIP server together at the same time.

If registration fails on the primary SIP server, the IP phone will go to the
secondary SIP server for registration.

Notice : The secondary SIP server is used for backup, if the user
environment does not have a backup SIP server, it can be left blank;

Outbound Proxy
Server

Display and configure proxy server settings.

The proxy server is used to receive all activated request messages and
route them to the designated SIP server.

Notice: If configured, If a proxy server is configured, all SIP request
messages from IP phones will be sent to the proxy server forcibly.

Transport Type

Display and configure the transmission type of SIP messages:

UDP: UDP is an unreliable but very effective transport layer protocol;
TCP: Reliable but less efficient transport layer protocol; -+

TLS: Safe and reliable transport layer protocol; -

DNS-SRV: Is a type of DNS record used to specify the server address;

NAT

Display and configure NAT (Network Address Translator):

STUN: Simple traversal of UDP on NATS is the solution to all NAT
problems.

Notice: By default, NAT is disabled.

VPN Preferred

Device can send or receive command and media data via VPN port if
device enable the VPN.
Notice: By default, VPN is enabled.




4.2.2 Account-Advanced

This advanced web GUI can select account and also can do configure operation, such like
DTMF, CALL, NAT, KEEP ALIVE, see as below.

2 Basic
iSAdvanced

BCodecs

*

Status Account MNetwork Door Phone PhoneBook Maintenance Seourity

2022/07/09 09:42:43
SIP Account Help
sacunt R
DTMF
DTMF The signal sent from the door p
e i
DTMF Info Type DF slay v il
DTMF Payload (96~127) Call related settings
call NAT
SIP will periodically send UDP K
Min Local SIP Port (1024~65535) server in case the server may sl
Max Local SIP Port (1024~65535)
Use New SIF Port When Registration Fail Enabied v
Feer to pesr call
Caller ID Header FROM v Warning :
Ao dnswer
Ringtones Freld Description’:
PRACK
Invite with ussr=phane Submit Shortcut
Send MAC Info Submit
Anorymous Call
Anonymous Call Rejection
Privecy Number
Escape non-ASCIT charactars
Missed Call Display on LCD
Trust SIP Server Only
TLS Version
Encryption
NAT
SRTP SIP will periodically send UDP Keepalive packet to the
server in case the sarver may shutdown UDP port.
NAT
UDP Keep Alive Messages [Enabled  ~]
UDP Alive Msg Interval 30 (5~605) Warning :
RPart [Disbled |
Field Description :
Keep Alive
Submit Shortcut
actee
Keep Alive Interval (5~3600s)

Ke=p Alive Error Cade

[ Jawess

Others
Syne Time from SIP Server Disabled v
Us= [Pv6 Stateless Address Enabled v
SIP Regisration Retry Timer (1+18005)
Unregister When Reboot Disabled >
Submit

Default password. Please change! LogOut @

SIP account

Display the current account settings or select the account to display.

DTMF

(DTMF-Relay. DTMF. Telephone-Event) . DTMF playload
(96~127) -

Display the DTMF type (Inband. RFC 2833, Info) . DTMF info type




Call

Display call configure items, include local SIP port range(It will prompt
when set port range occupied, Use New SIP Port When Registration
Fail, Peer to peer call, Auto Answer, Ringtones, Invite with
user=phone, Send MAC Info, Privacy Number, Trust SIP Server
Only, TLS Version)

Min Local SIP Port: cannot be empty, default 20000,0nly integers

within (1024~65535) can be filled.

Max Local SIP Port: cannot be empty, default 20299,0nly integers

within (1024~65535) can be filled.

Use New SIP Port When Registration Fail: default enable.

Peer to peer call: Enable device call from server address without pre-

registration.

Auto Answer: Enable device auto answer when call in, default enable.

Ringtones: Enable to choose phone ringtone.

Invite with user=phone: Enable the call msg device send include user=

phone.

Send MAC Info: Enable device bring its MAC address when do the

registration.

Privacy Number: default empty, (empty. ID. PAI) available.

Trust SIP Server Only: Device only receive SIP command from trust SIP

server.

TLS version: Enable device do the configure for TLS version, default

Adaptive (Adaptive. TLS 1.0, TLS 1.1, TLS 1.2)

NAT

IP phones can send valid data packets that keep the communication port
open to the NAT server;

UDP Keep Alive Messages: options, default Enabled, can choose
(Enabled and Disabled);

UDP Alive Msg Interval: When UDP Keep Alive Messages is Enabled, it
cannot be empty, the default is 30, [1,63] characters, only integers within
[5,60] can be filled; when UDP Keep Alive Messages is Disabled, this item
is not available Edit status

RPort: optiond, default Disabled, can choose

(Enabled and Disabled);

Others

Sync Time from SIP Server: Enable device sync time via SIP server,
default Disabled.

Use IPv6 Stateless Address: Enable use [Pv6 Stateless Address when

registration, default Enabled, (Enabled. Disabled) -

SIP Registration Retry Timer: The interval time when re- registration

after configure SIP fail, default is 100 second, (1~1800 second) -

Unregister When Reboot: Enable device logout after device reboot,
default Disable, (Enabled. Disabled) -




4.2.3 Codecs

Codecs display & configure supported audio codecs, PTime, Codecs Payload, see as below,

Satus  Account  Network Door Phone  PhoneBook  Maintenance  Security Default password. Please change! LogOut ©  Language ERTE)
2022/07/09 09:44:46
A Basic SIP Account Helly
e Account
Accountl: 320 b.d Description
BiCodecs Audio Coders
Audio Codecs The audic code to be used should be supported by the
SIP server.
_ Disabled Codecs _Enabled Codecs
G723_53 - G722 - The door phane will offer the enabled audio codec list to
g;igfg E:g the server and then use the audio codec negotiated with
e Pl the called party according t the priority for this call.
G726-32
G726-40
iLBC_13.3 = Warning :
iLBC 152 [=]
Al Field Description :
opuS i iption :
0PUS-WE
Submit Shortcut
Audio Codec Params
FTime 20 v
)
*
Audio Codecs Display and configure a list of available / unavailable codecs. A

codec refers to a codec used to convert analog signals into digital
signals or digital signals into analog signals. Familiar

codecs are PCMU (G711U), PCMA (G711A), G722 (broadband
codec), G729, G723 53, G723_63, G726_16, G726 _24, G726_32,
G726_40.

Audio Codec Params PTime : Default 20ms, (Disabled. 10. 20. 30. 40. 50. 60)

Video Codecs Currently only support H.264.

Video Codec Params Codecs Payload: Default 96, (96~127) .




4.3 Network

Web GUI mainly display & configuration, include devices network IP address get, TR069
Network management, NMS Cloude management service, VLAN & Qos etc.

4.3.1 Network Basic

Status  Account Network Door Phone PhoneBook Maintenance  Security Default password. Please change! LogOut©®  Language NS

2022/07/09 09:46:11

$ Basic LAN Port Mode Help
Eadvanced LAN Mods (IPv4/IPv6)
Description
& TRESY LAN Port IPv4
LAN Port IPv4

You can manually set the IPV4 address, subnet mask,
gatewzy, DNS and other information, or you can directly

= \? DHC_P select the DHCP IPV4 mode.
j ‘_’ == ’ 1P Address 192‘268.1.24}6 LAN Port TPvE
Fses Subnet Mask 253.253.255.0 You can manually set the TPVS eddress, subnet mask,
% 802.1% Default Gateway 192.168.1.1 gateway, DNS and cther information, or you can directly
Static DNS TION @ OFF select the DHCP IPVE mode.
Shven LAN DS 8888 p—
Alfenocy AN e Set to PPPOE mode, you need to obtsin the TP address
from the PPPOE server
LAN Port IPv6
Static IP Warning :
1P Address
Prafix Length Field Description :
Default Gateway
Static DNS o OFF Submit Shortcut
LAN DNSL [Sobmit ][ Gancal” |
LAN PPPoE
N .
LAN Port Mode Configure LAN Port mode, Defaultis IPv4, (IPv4. IPv6.
[PV4&IPV6) .
LAN Port IPv4 Confugure the way LAN Port get IP address with IPv4, default is
DHCP,(DHCP. Static IP)
LAN Port IPv6 Confugure the way LAN Port get IP address with IPv6, default is
DHCP,(DHCP. Static IP)
LAN Port PPPoE Configure the PPPoE’s verification’s password & password via LAN
Port.
Speed and Duplex Configure the LAN Port connection speed, Deaful is




LLDP

Status Account Network DoorPhone PhoneBook Maintenance Security Default password. Please dhange! LogOut @  Language TG

2022/07/09 09:48:53

LEC LLDP Help
e e acsie
Description
T s Ea— e e
o Used for o set acvanced natvioricreiated
e porometrs.
s
1P
#VLANBDeS Link Layer Discovery Protocol, network devices can
advertiss the status of cther devices by sending
*802,1% LLDPOUS i the local network.
i Local RTP.
@ Diagnosie RTP port range used locally by the device.

SSH

Used o control the SSH access of the device, after
enabiing it, you can access the device SSH

OFEN VPN

Virtual private channel is 2 tunnel that providss secure
data transmission betwezn door phone and the
company.

Warning :
Field Description :

Submit Shortcut

4.3.2 TR069

TRO69 mainly display & configure TR069 parameters, TR-069 (Technical Report - 069) is
a remote control terminal communication protocol based on CWMP(CPE WAN Management
Protocol), see as below,
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HBasc TRO69 Help
i= Advanced e Disabied - —_—
= escription
Version 1.0 ~
& TRO69 i
acs URL ) ) : )
e TR-068{ Technical Repart 063) is a technical specification
i et ame: entitied CPE WAN Management Pratocol (CWMPLIE
= Fasoed — defines an application layer protocol for remate
. Periadic Irform Active Diszbled - menagement of end-user devices.
# VLANEQoS Pericdic Interval 1800 (3~24x36008)
#802.1% e LIRL. | |
= Ussmame | | Warning :
ey Password [ssessase |
@, Diagnosis Field Description :
Submit Cancel
Submit Shortcut

%k
Active To enable or disable TR069 feature.

Version To select supported TR069 version (version 1.0 or 1.1).

ACS URL ACS: ACS is short for Auto configuration servers as server
side.
Username/Password Configure Username/Password when connect to the ACS server.

Periodic Inform Active To enable periodically inform.




Periodic Interval To configure interval for periodic inform, default 1800
seconds,(3~24x3600s)

CPE URL CPE is short for Customer-premise equipment as client side devices,
mainly use for service & client dual-way verification.

CPE Username/Password  Configure Username/Password when server verificate to CPE side.

4.3.3 SNMP

SNMP is a simple network management protocol, To display and configure SNMP settings,
see as below.
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$Basic SNMP Help
Ty — - I oo
& escription
’ T a—
\91559 ESI: v1/v2C -
el SNMP(Simple Network Management Protocols) is

Internet Standard protocol for managing devices on 1P

i fned s
& VLANBO:
*802.1 Warning :
& VPN Field Description :
@, Disgnosis Submit Shortcut
%
Active To enable or disable SNMP feature.
Version To select supported SNMP version, default is v1/v2 (v1/v2. v3)

Trusted IP Configure SNMPserver IP address




4.3.4 NMS

NMS is Dinstar private cloud network management system based on HTTP protocol, NMS
support online setting, remote control, auto deploy & update for the terminal, see as below,
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#Basic NMS Help
= Advanced Activa B
$TROSI e Ak ieee L ] AME
- Server Fort 20006 NMS i 3 network management system, which is usad
e Inerace el s A
@ NMS
Submit
# VLANGQoS
Warning :
% 802.1%
B Field Description :
@, Diagnosis Subunit Sharcut
g _S\bmit _Cams{
%
NMS Active To enable or disable NMS feature.
Server Address To configure cloud network server address or domain name.
Server Port To configure cloud network server port.
Interface To configure terminal & cloud network server port name, (default,
PPPoE, tun0, tap0 is optional)

4.3.5 VLAN&QoS

VLAN&QOoS is to display & configure VLAN parameter on LAN port, and then set SIP
command & QoS of Audio, see as below,
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Beesic VLAN Help
= Advanced LAN Port Active Disabled hd
Description
G VID 1 kivaasa)
— Priaity @~ It is used to logically divide a physical network info
Az ECTuit, Action [Dissbled v several broadcast domains. VLAN membership can be
— VI 1 f1ma093) configured through saftwars instesd of physically
Priority 0 - relocating devices or connections. The priority of VLAN
# VLAN&GoS DHCP Vian Active Enabled ~ assignment method (from highest to lowest)
BHCP Option 132 1280254 {LLDP/CDP->manual configuration->DHCP VLAN
#8021
Qos Quality of Service (Q05)
e Ttis the ability to provide different pricrities for different
P e @ o p?;kats in L'tha etvork ;\iﬂwin; the transpart of traffic
with special requirements.
vore 055 [CT— ——
Submit
Warning :
Field Description :
Submit Shortut
*
VLAN LAN Port To configure VLAN property of LAN port:

Active: To enable or disable VLAN feature.




VID: To configure VLAN id for designated port. (1~4093) .
Priority: To select VLAN priority for designated port.. (0~7) -
VLAN DHCP Option To configure the VLAN property when DHCP receive the server
address.

Active: To Enable or disable the VLAN property when DHCP
receive the server address.

DHCP option: To configure DHCP receive VLAN setting,
(128~254) .

QoS To display and configure QoS settings.

SIP QoS: To configure QoS value for all SIP message.

Voice QoS: To configure QoS value for all audio stream(RTP
streams).

4.3.6 802.1X

802.1X is to display and configure 802.1x settings. 802.1x is a verification framework,
support multi-verification protocol, currently mainly protocol like EAP-MD5. EAP-TLS. EAP-
TTLS. EAP-PEAP & EAP-FAST etc, see as below,
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# Basic 802.1X Help

S Advanced 802.1X Mode Disabled v .

— Pravisicning Mode Unauthenticated Pr v :ﬂ“"z D(“’""“

—— iy e 802.1X s an [EEE Standard for port-based Netwark

BHp Rlerlly Access Control (PNAC). It provides an authentication

&S Passwod ~ [eesesses mischanism to devices wishing to attach to 3 LAN or
: WLAN.

#ULANEQES

#*B02.1X

Warning :

-

@ Diagriosis Field Description :
Submit Shortcut

CA Certificate index Select
Index 1v

CA Certificate Upload

Index Al v



Device Certificate
Warning :
Index Issue To Issuer Expire Time
Field Description :

Submit Shortcut

1
2
3
4
3

[Cosete (Cencd |

Device Certificate index Select

Index

Device Certificate Upload
Index
— (e ]
*
802.1x To display and configure 802.1x settings.

802.1x Mode: To enable or disable 802.1x, default is disable. (EAP-
MDS5. EAP-TLS. EAP-TTLS. EAP-TTLS/EAP-MSCHAPv2.
EAP-TTLS/EAP-GTC. EAP-PEAP/MSCHAPv2. EAP-PEAP/GTC

. EAP-FAST) .

Provisioning Mode: When verification protocol is EAP-FAST, can
identify whether use identity verification or without identity verification
through configure Provisioning.

Anonymous ID: To configure anonymous ID to replace actual user ID
makes user more secure.

Username/password: insert username/password when configure.

CA Certificate To provide CA Certificate index display & upload feature.

Device Certificate To provide Device Certificate index display & upload feature.




4.3.7 VPN

To display and configure VPN setting, include enable or disable Open VPN feature, and provide
VPN certificate upload, currently support Open VPN features.

*

Active Enable or disable Open VPN,

upload To upload VPN client configuration file which is used to
connect to VPN server.
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#Basic OPEN VPN Help
= advanced Active Disabled -
Description

& TRoS3 VPN

Upload(<50K) Browse | not selectsd P
U stive
&S
®LaNaQes Warning :
#80 Field Description :
a VPN Submit Shortcut
@ Dimgnosis [ Submit_|[ Cancel |

4.3.8 Diagnosis

Diagnosis mainly support network diagnosis tools, like ping & trace route feature, currently
provide ping feature, will complete other functions in next version, see as below,
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Diagnosis Help
Gommiand Ping ~ o
oot s [—— T

Used to test the network connection, send ICMP Eche
request message to the destination address, to test

s whether the destination address is reachable and know
N its related stotus
P VLANEGoS
#*a02.1%
Waming :
e
@Diagnosis Field Description :

Submit Shortcut



4.4 Door Phone

Door Phone Items display and configure door phone parameters, include device languages,
device switch parameter, RFID parameters, time &date configure, call configure, audio &

ringtone configure etc...

Default passwor. Please change! LogOut @  Language
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Status Account Network Door Phone PhoneBook Maintemance  Seourity

#8asic Switch Help
@ Timedlate 1#Door o
Switch Mode Monostable ~ Description
Switch-On Duration (m’;nns) Rakiciiia
Contral the display of the language on the LCD screen.
Triggering Condition
O call S
Logic In = Control the LED backlight brightness level and screen
Frash Fast v saver time,
Flash Time 5 (1~6005)
2#Door : Switch
Second Switch Mode Morasble v Set paramters of door svitch.
Secoat S On Durstion oo
= i Card Reader
Moo i acien et paranters o card rader
Logic In ) Key Tane
Flash Fast ¥ Set key tone volume.
Flash Time 5 (1~8005)
AAlarm Szcond Doar Open Mathod Independent 2 Ringtone volume
Asynchronous Delay Time 1 {1~60s) Set the ringtone voiume
Password Door Key HRckih:
LCD sereen backlight and scraen saver settings.
Password Doar Key Call Ke ~
Card Reader
Warning :
Enable Card Reader Enabled >
Work Mods Field Description :
Wiegand Data Reverse
Set the ringtnz vol
Prompt Light Setting Al mElal
Doorphone Run pupuelight  ~ =i
first door opened LED screen backlight and screen saver settings.
sacond door openzd red light ~
Doorphone Localtion .
Warning :
Field Description :
Doar Nmber ] Submit Shortcut
Cancel

4.4.1 Basic

Basic item display and configure device language, device access parameters, RFID
parameters, see as below.

*

Switch To configure door phone switch and time.

Switch Mode: configure switch mode, default Monostable,
(Monostable, Bistable). Monostable mean door will auto close after
several times; Bistable means door will close only after get a close
signal(for example swipe to open, and then swipe again to close).
Switch-On Duration: default 2s, (1~3600s) -

Second Switch Mode: same like first switch operation, default is




Monostable, (Monostable, Bistable optional)

Second Switch-On Duration: same like first switch operation,
default 2s. (1~3600s)

Second Door Open Method: Configure whether 2™ door linkage

with 1st door , default is independent, (Independent, Aynchronous
relay)

Independent means : after 1% door open, 2™ door need operation
independently to open. For example, swipe to open 1% door, and then
swipe again to open 2™ door.

Aynchronous relay means swipe can open both 1 door & 2™ door,
default time is S5s, (1-60s)

Card Reader To configure RFID parameters

Enable Card Reader: To Enable and disable Card reader, default is
enable,(Enable, Disable).

Work Mode: To configure card reader Work Mode, default is
Normal, (Normal, Card Issuing, Card Revoking) .Normal means daily
swipe cardto open door; card issuing means to issue card to new card,
door will not open on this mode; Card Issuing means to revoke
registered card, door will not open on this mode.

Wiegand Data Reverse: To enable or disable Wiegand data reverse
feature to support external wiegand card reader. default is auto, (Auto,
Enable, Disable)

Door Phone Location To configure Doorphone address, Community Name, Building
Number, Door Number

.
4.4.2 Time&Date
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2022/07/09 10:00:27
Fessic Time&Date Help
OTimekDate O il o
Description
ol Date Year Man Day Format Settings
Time Hour Min Sac Set the display format of the time and date on the LCD
®ue sereen.
Time Zone 0 GMT ~]
Frimary Serve 0.pool. i
ksl B bt pocltin o Set the server to obtain the time, ime zone and update
Secondary Server 1.pool.ntp.org cydle.
Updsts Interval 3600 (>=3600s)
Daylight saving time:
Daylight Saving Time Adjust the time in the sarly summer day, and the
daylight saving time will toke effect within the date
Active range set by the user.
Offset &0 (-300~300Minutes)
By Date
Start Time 1 Man 1) Day 0 Haur Warning :
End Time 12| Mon 31| Day 23 Hour
By Week Field Description :
Start Month 2 v
Submit Shortcut
Start Wesk O Month v
Start Day OF Week v

Start Hour 0 (©~23)
End Month D
End Week O Manth
End Day Of Wask Su
End Hour bi} (0~23)

*

Time&Date Support Manual setting or NTP(Network Time Source), NTP support




Time Zone Setting & Update Interval.

DST Daily Saving Time

4.4.3 Call Feature

Status  Account  Nefwork DoorPhone  PhoneBook  Maintenance  Security 5 ase change! LogOut @ Languag
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#Basic Timeout For Answer Help
OTimeasats Outgeing Cal ) Description
. Call Feature Incoming Call G0y €all Button

Set speed dial numbers with call button.

EVoice Hang Up After RTP Time Out
Day Night Setting
A Ringtones
gt Time Qut (5~0s) Set say and night time rance.
EDial Plan
Call Button vieb Call
& action URL Dial out or hangap call by web.
ool Button Selection
i Multicast Function Selection dial+off hook+On [ v
5= Dimf Value 5 -
S Intercom
call Key Light Enabled v Warning :
& Door Lack Call Button Day 1 304
= Call Button Day 2 304 Peld Bescrijption ;
SAccess
Call Button Day 3 304 b s
Adlarn call Button Night
= Round Robin Time Out [0 is~e0s)
®Camera
Day Night Setting
a0 s r & P @ 192.168.1.114/fcgi/do?id=4&id=2&RefRand=14006037 |nuamnas A & O
NIQNT TR HOur: | 1Y IR |
. v oo . Help
Indoor switch and Indoor switch and door magnetic trigger call settings
Indoor switch 1 triggers a call 1 Description
Trigger conditicn Short Circuit Triggr ¥ Call Button
Switch seiting Switch On - Set speed dial numbers with call button.
s s 2 s =l I i
Trigger condition Short Circuit Trigge v Set day and night time range.
Switch setting Switch On v
Doosrmaaret g ol — s
it L L Dial out or hangup call by web,
Trigger conditicn Short Circuit Triggr v
L —— —
Trigger eondition Short Circuit Trigg ¥

Warning :

Max Call Duration Field Description :

Max Call Duration s s ,
Submit Shortcut
[ Submit ][ Cancel |
Local RTP
Max RTP Port 12000 1024~65535)

Min RTE Port 1024~65535)
Hang Up After Open Door
Eo—T

Web Call

Wb Call Auto - Dial Qut Hand Up

*

Timeout For Answer To configure Outgoing call, Incoming call, default is 60s, (30-120s)

Hang Up After RTP Time To configure RTP Time out interval, Door phone will hang out if not
Out receive command when RTP time out, default is 10s, (5-60s)




Call Button To configure call button feature.

Call Button Selection: can choose 2 call button.

Call Key Night: Enable or Disable night call key.

Call Button Day1/2/3: replace a phone number you want in Bright
Day

Call Button Night: replace a a phone number you want in Dark Day
Round Robbin Time Out: Hang Out Time Interval, for example, if
Call Button Day 1 hang out, it will go to Call Button Day 2, call
button day 2 hang out, then go to Call Button Day 3

Day Night Setting Set the start of day time and night time:

Day Start: Starting point of daytime;

Night Start: Starting point of night time.

Key Pad Light& Call Button Selection configure are based on this Day
Night Setting feature.

Security Staff Button To configure call phone number to security staff.

Max call Duration To configure the longest talk time, it will automatically hang up after a
limited time (time range is O~ 30minutes), 0 minutes means no
automatic hang up.

Local RTP To configure Local RTP port range, include min RTP port & max RTP
ort, (1024- 65535)

Hang Up After Open To configure duration for the hang up after opening the door, default is
Door 15s, (0-15s), 0 means hang up immediately after opening the door.
Web Call To configure a call from web.
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#Basic Echo Canceller Help
s Echo Canceller Enabled » S
e Voice Active Detection Disablad ~ o ption
L Call Feature e Erblod - Echo Cancellation
Echa Cancellation Settings.
Jitter Buffer Jitter buffer
N T < This is the shared data area, where voice data packets
s Tyee Aidaptiv can be collected, stored and sent to 2 uniform sound
Min Delay 0 (0~1000ms) processor.
Normal Delay (0~1000ms}
Max Delay 300 (0~1000ms)
Warning :
Volume -
En— Fid Descripion:
Speaker Volume 6 (1~10) Submit Shortcut
Racorder Voume - Juw

Line Out Volume 6 (1~10)

Key Tone 5 (0~10)

Ringtone Volume 6 (0~10)




AGC configuration

Tx direction AGC Enable

) Warning
[=0 (-40-0b)
1257 (a-400) Field Description :
R dirsction AGC Enable Submit Shortcut
Rx Max Gain (0-30db)
Rx Min Gain [=0 (-40-00b)
Rx TargetLevel 120 (0-400)
Handfree Auto AGC enable
Handfres T Max Gain (0-30dk)
Audio Management
Input Selection [Natvemic ]
Spezker Out Enabled ~
Line Out [ Disabled v
Recorder Output
Echo Canceller To Enable & Disable Echo Canceller, Voice Active
Detection(VAD), Comfort Noise Generator(CNG)
Jitter Buffer To Enable & Disable Jitter Buffer types, default is adaptive, (Fixed,

Adaptive), if select Adaptive, default min delay is Oms, default max
delay is 300ms, Default normal delay is 120ms.

Volume Mic Volume default is 5,(1-10)

Speaker Volume default is 5,(1-10)

Recorder Volume default is 2,(1-10)

Line Out Volume default is 6,(1-10)

Key Tone Volume default is 5,(1-10)

Ringtone Volume default is 5,(1-10)

AGC configuration AGC(Automatic Gain Control) configure to approach target
threshold, automatically control the gain.

Tx direction AGC Enable: Default is Enable, (Enabled. Disabled
)
Tx Max Gain: default is 0db, (0~30db)

Tx Min Gain: default is -40db, (-40~0db)

Tx Target Level: default is 120, (0~400)

Rx direction AGC Enable: Default is Enable, (Enabled. Disabled
)
Rx direction AGC Enable: defaultis5, (0~30db)

Rx Min Gain : default is -40db, (-40~0db)

Rx Target Level: default is 120, (0~400)

Handfree Auto AGC enable: default is disable, (Enabled.

Disabled)

Handfree Tx Max Gain: default is 10db, (0~30db)
Audio Management Input Selection: default Native Mic, (Native Mic, Line

Input,Mixing)

Speaker Out: default enable, (Enabled. Disabled)
Line out: default disable, (Enabled. Disabled)
Recorder Output: default disable, (Enabled. Disabled)




4.4.5 Ringtones
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Ringtones Help

Upload{Max Total Size: 100K) [ Browse | not selected Deseription
Ringtons
You can choose the ringtane that comes with the
BVoice B system or uplaad the ringtons you set.
A Ringtones Uploaded Ringtones bed
=] s
= ial Plan You can select signal tones according to the courtry,
Ring Tonzs [Ring1.wav v] [Disabled ¥ and also supparts custom signal tonss. You can
2 Action URL customize the signal tones according to your own
Distinctive Ringers national standards or preferences. Note that the custom
o : "
Multica signal tones need to be filled in according to the signal
e . Keywed ! tone format.
 Intercom
o
i Door Lock [ |[RingLuwav ~| Door Sound Select
You can upload door sound file whis fixed name. The
20l |[RingLwav ~
door seund file name list is "openDocr, doseDoo,
3 | | Ringl.wav v izsueCard, revoksCard, openFailed, doorSensor”,
4 |[RingL.wav ~
o 5 |[RingLway v
& |[RingLwav ~| e
arning :
7 | |[Ring1.wav v g
8 |[Ringtwav ]| Field Description :
| | [RingL.wav |
| T — [ S |7 ]
submit || Cai
1| |[RingT.wav v &
NETONSI SLANGANDS OF PIEfErences, NOTE At the custom
onca signal tones need to be filled in according to the signal
Sslect Country or Region [Defaut v] tere o,
[Disabled v ik
Busy Tone | 480+620/500,0/500 Disabled bt Door Sound
RingSack Tons [#40+480/2000,0/4000 Enabled it You ean upload door sound file whis fixed name. The
Dial Tore |350+440 Enabled ~ door sound file name list is "openDoor, doseDoor,
issueCard, revoksCard, opanFailed, doorSensor’,
Door Sound Select
QOpening Prampt Default ¥ .
Warning :
Open Failed Prompt Disabled ~
Field Description :
Closing Prompt Disabled ~
Submit Shortcut
Issuing Prompt Disabled v
Revoking Prompt Disabled v
Door Senser Prompt Disabled v
Ringtones To upload, delete, ringtones setting.

Distinctive Ringers Different incoming call with different ringtones.

Tones Choose different tones

Door Sound Select Opening Prompt: default voice prompt,(voice prompt, default,
disable)

Closing Prompt:
disable)

Issuing Prompt:
disable)
Revoking Prompt: default voice prompt,(voice prompt, default,
disable)

Open Failed Prompt: default voice prompt,(voice prompt, default,
disable)

default voice prompt,(voice prompt, default,

default voice prompt,(voice prompt, default,




Door Sensor Prompt: default voice prompt,(voice prompt, default,

disable)
4.4.6 Dial Plan
*
Rules To Configure and add “Replace Rules” & “Dial Now”

Account: account number

Prefix : Prefix means your keypad number

Replace: Replace means your room number

For example, set “Prefix= 17, set “Prefix= 5027, after finished setting, you
can call 1 to do speed dial to room 502.

All Dial Delay: To configure all dial delay switch, can dial out only enable
this switch, default is Enable (Enabled. Disabled) .

Dial Now Delay: To configure delay time after dial now, default is 3s, (1-
15s), we suggest 1s.

4.4.7 Action URL
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Action URL Help
Active Disabled b.d s
Setup Complated m::,?on
Registersd Set the url address sent after door phone performs some
Eva Unregistered operations
& Ringtones Registersd Failed
= Incoming Call
= Dial Plan Outgoing Call Wamning :
A Action URL Established
— Terminated Field Description :
% Multicast —— )
# Intercom IP Changed Submit Shortcut
; ; [Csubmit ][ Cancel|
Bt Reject Incoming Call
Anzwer New Call
Maccess Idle To Busy
AAlam Busy To Idle
N Receive Dtmf
WCamera Send Self Inspection Result
Action URT
Initiats Mode Disabled ~
%
Active To configure Action URL, default is disable,(Enable, Disable)
Action URL To configure different Action URL.
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4.4.8 Multicast

To configure Multicast setting & Priority List parameters, see as below.
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FBasic . o ) Help
Multicast receiving settings
OTimetoate
Paging Barge Description
\Call Feature Paging Priority Active Multicast settings
Multicast related settings
Bl Multicast receiving priority list i
A Ringtones Priority list
N e ———s

E0ial Plan multicast

1 1P Address [ | [ | 1
2 Action URL

217 Address | | [ | 2
FiMulticast 3 1P Address [ | [ | 3 Warning :
intercom 41P Address [ ] [ ‘ 4 Field Description :
i Door Lock 5 1P Address [ | I ] 5
= Acces 6 IP Address [ ] | ‘ & Submit -Shtvrtcut
Sacces

7 1P Address [ ] [ | 7
AAjarm

8 1P Address | | [ | 8
W Camera

9 1P Address [ | [ | 3

10 1P Address [ | [ | 10

Multicast originating number setting

e e——

*

Multicast setting ~ Paging Barge: To configure the Multicast Paging Barge Priority,default is
Disable, (Disable, 1/2/3/4/5/6/7/8/9/10 )

Paging Priority Active: The switch of Paging Priority Active,default is
Disable, (Enable, Disable)

Priority List To display & configure Multicast Listening Address & Priority Level,
Priority Level same as 1/2/3/4/5/6/7/8/9/10




4.4.9 Intercom

To configure Intercom feature parameters, intercom features based on address support, see

as below.
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Intercom Help
o —
R o Interc::h m‘::ﬁm
= The door phone can be used as an intercom function
A Ringtonss
=0ial Plan Warning :
& Action URL Field Description :
Tmuticast Submit Shortcut
i
8k Doaor Lock
SAccess
Anlam
W Camera
%
Active To configure Intercom switch, default is disable,(Enable, Disable)

Intercom Mute

To configure when intercom A call in, intercom B got mute or not.




4.4.10 Door Lock

To display & configure user sensor & door lock statue, door lock control, auto opening
setting, see as below.

=Nro)
) 4+ X DoorPhone @ |==

192,168.1.114/fcgi/do?id=4&id=18 |nuamnas A Y O >
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#Basic Door Lock Status Help
Door Sensor Detection Alamm 1 Enabled » Su
Door Sensor Status Reverse 1 Enabled bt D phem
S —— R e g
geitna el & Set door lock.
Door Lock Status 1 off
Door Lock Status Check 1 off
Door Lock Control
Door Sensor Detection Alanm 2 Disabled bt Controf daor lock.
Door Sensor Status Reverse 2 Disabled v
Door Sensor Detection Delay 2 5 (1r805) Auto Open Setting
Door Lock Status 2 off Set automatic door opening strategy.
Door Lock Status Check 2 on
Door Lack Control
Warning :
Door Lock
Action Field Description :
Saccess Open Modz
Submit Shortcut
il
ENCamea Auto Open Setting
Sip Register Fail Disabled v
Line All v
Door Lock 1 v
Waiting Time 180 (1~36005)
Network Connect Fail Disabled

< I

Door Lock
Waiting Time 180 {1~36005)

Door Lock statues To configure door sensor Detection Alarm.

Door Sensor Detection Alarm 1: If door lock close, door sensor not

close, then it will alert.

Door Sensor Status Reverse 1: default is Disable.

Door Sensor Detection Delay 1: To configure the duration after

door lock close, default is 5s, (1-60s)

Door Sensor Detection Alarm 2: If door lock2 close, door sensor2

not close, then it will alert.

Door Sensor Status Reverse 2: default is Disable.

Door Sensor Detection Delay 2: To configure the duration after

door lock 2 close, default is 5s, (1-60s)

To remote control door lock via Web.

Door Lock: To select the door you, (lock1,2,all)

Action: To configure relative door operation, default is Open,
(Open, Close) »

Open Mode: default is Once, (Once, Always) -

SIP Register Fail: To open the door lock when Sip Register Fail,

default is Disable.

Network Connect Fail: To open the door lock when Network

Connect Fail, default is Disable.

Door Lock Control

Auto Open Setting




4.4.11 Access
To display & configure the DTMF Code & card access switches, see as below.

Status  Account  Network  Door Phone Default password. Please dhange! LogOut ©  Language

2022/07/09 09:34:36

Foasic Open Door By DTMF Code Help
Active Enabled hd Descripti
————————y escription
Door 1 1 ~
ik = = Open Door By DTMF Cods
oor
Set DTMF code that used to open door by call remate
All Doors 3 v 2
end.
Identify Door Phone Identify Door Phone
Play besp tone to identify devics,
- " iy
& Action URL. Access Card
= Access Card Access card management,
#% Multicast
T Duoor epening method Password ~ Open Door By HTTP

Szarch By Room Murnber |[Search |[ Cancel Open door via hitp request.
& Door Lock ,=

= Formatihittp://172.27.11.186Fcgi/do?
&= Access SO 18 I;‘ action=COpenDoorgt 1 o 1
A R ”m: 2 AREGAR L e - ::: The host 1P must be added to the lst of allowed access
AAlam 1 normal 1 2022-06-16 11:28:37 - lE‘ T
®Camern (8]
OJ
:;: Warning :
E Field Description :
. ’ : - - % submit Shortcut
ca"{keg.iftﬂj = =
%
Open Door by
DTMF Code Active: defaultis Enable, (Enabled. Disabled) -

Door 1: To configure Door 1’s DTMF code, (0~9. *. #)

Door 2: To configure Door 1’s DTMF code, (0~9. *. #)

Identity Door Phone Click “Submit” to identity Door Phone, then device will “bee bee” to help

you know which door phone.

Access Card To display & configure the card type and card register.

Card Type: IC&ID card.

Password: no need RFID card.

Search By Room Number: search feature.

Card register: Card user type include Normal, Admin, Temp.

Note: Admin card only for card issuing and card revoking, cannot use for
opening the door. Temp card valid date from 30min- 1 month.

Open Door By To configure the open door via http protocol.
HTTP




Ol bocivtons o =i s

& P @ 192168,1.114/fcgi/doid=4&id=18 |noamnns A } O & >

Door Phone  PhoneBook  Mainienance  Security Default password
2022/07/09 10:

i Door Lock Status Help
O Timeabata Door & o AT [Eabled % .
Door Sensor Status Reverse 1 Enabled - Description

Door Sensor Detection Delay 1 160 e
oor n Deky T et coor o,

BVoice Door Lock Status 1
Door Lock Status Check 1 off
R ions Door Lock Control
il s Door Sensor Detection Alarm 2 Disabled ~ Contral door lock.
ol Plan Door Sensor Status Reverse 2 Disabled ~
Dioor Sensor Datection Delay 2 5 (1~605) Auto Open Setting
& Action URL Door Lock Status 2 off Set automatic door opening strategy.
Dioor Lock Status Check 2 on
¥ Multicast
S Intarcam Door Lodk Control
Warning :
& Door Lock Door Lock
action Field Description :
S Open Ve
Submit Shortcut
Adlam
B Cames Auto Open Setting
Sip Register Fail Disabled v
Line Al v
Door Lock 1 v
Waiting Time 180 (1~3600s)
Network Connect Fail Disabled ~
Door Lock 1 v
Waiting Time 180 {1~3600s)

4.4.12 Alarm

Status  Account Network DoorPhone PhoneBook Maintenance Security Default password. Please
1

2022/07/09

A Basic

Set Message Help
© TimesDete Send D —
lessage Disablad ~

#larm Command Alarm_Info Description
, Gal Feature o & il Tamper Detection

Reset Command Reset_Info Set doar tamper detection.
EVoics Alarm Status Reset Submit
BB Ring Typs Default ~ Alarm Server

- s S A I e
ial Plan o [
Message
A Action URL You can customize the message format.
Alarm Set
8 Multicast reference template:
= Intercom LT Thel Disabled ~ $emd: Description=>5type; SIP
Intercon DSS Keyl User=$user; Mac=jmac; IP=Sip;port=Sarigin

DS5 Key2 Diszbled ~
@ Door Lock

Intermal Switcht
B Access Intemal Switch2 Disabled ~

Sensorl Warning :
Aalarm Sensor2

= Field Description :
W Cameara
Submit Cancel

Submit Shortcut

*

Tamper Detection Tamper Detection: default is Disable, (Enabled. Disabled)
Send Message: send message after door phone dismantled.
Alarm Command: default is Alarm_Tamper-.

Reset Command: default is Reset Tamper.

Alarm Status Reset: To reset via Web.

Ring Type: default




Alarm Server To configure Alarm Server Address, it will auto send message to
configured server once alert.

4.4.13 Camera
To configure LAN camera UUID & WLAN camera UUID, camera resolution, see as below.

Status  Account  Network DoorPhone  PhoneBook Maintenance  Seamrity Default password. Please change! Logout @ Language ENTE IR
2022{07[09 10:17:44

#Basic Internal Camera Mode Help
Internal Camera Mode [Internal Camera non isolated mods v .
Description
Ip Camera IP [102.168.1.10 | 1P Camerz
Set IP camera.
IP Camera
ONVIF
[ external Camera Enable Set the ONVIF user name and password of camera.
® Manual Risp URL e —
Video Risp URL ﬁg;@i?ég%;ﬁgiéggiﬁ?amm:B‘c By Ly o Pl e
© Manual LUID
Device UUID fjahua nitor
Video Risp URL. channel=1%subtype=0
) Auto UUID XiongmaifJFTECH :
Davice UUID ™ rispi/f10.6.3.57:554/us hannel=1&stream=1.sdp?
e Video Risp URL real_stream
A Grandstream ©
ONVIF tspiff 168.1.168:554/0
usamame
Fssvord
Warning :
Cancel Field Description :
Submit Shortcut
Submit Cancel
%
IP Camera Resolution: default is 1280X720.
Default UUID: fixed, can not change.
Custom: To auto configure WLAN camera UUID & URL address of]
RTSP. Or manual configure WLAN camera UUID & URL address of
RTSP.
ONVIF To connect Onvif camera via its username & password.
Search Remote Default is Enable, (Enable, Disable)
Phonebook Name
Refresh Interval The Refresh Interval for receive remote Phonebook name, default is
3600s, (120s- 2592000s)




4.5.3 BroadSoft

Status  Account Network DoorPhone  PhoneBook  Maintenance  Security Default password. Plaasa change! LogOut©  Language BRI

2022/07/09 10:18:46

Broadsoft Call Log Help

Call Log Item Description
Display Name Broadsoft Book
Server Addrass [ UUsed for docking Broadsoft serer, acress to the server in
Server Port | [ Hhior oo book,
Uemmame I
Fi:l:‘l)“;iptim:
%
Call Log Item Default Item 1, (Item1/2/3/4/5/6)
Display Name To display Group, Enterprise, Group Common, Enterprise
Common, Personal
Server Address Server IP address
Server Port N/A
Username/Password N/A
4.5.4 Call History

To display & classify different call log, include All, Dialed, Received, Missed, Forwarded, see
as below,

*

Call History Types  Default is All, (All, Dialed, Received, Missed, Forwarded )

Call out & Hang  (Click the port number in Call History, a Message will pop up “Are you sure
up from Call to dial?”
History

4.6 Maintenance

To display & configure doorphone maintenance feature, include Upgrade, Auto Provision,
System Log, Network Capture, Configuration, PnP, Call Event, Reboot and Door Log.



4.6.1 Upgrade

Default password. Please change! LogOut @
225

2022/07/09 10:

® Upgrade Firmware Versicn 13.42.203.6.5 Help
Hardware Version 42.13.0.0.0.0.6.0
Description
& system log Upgrade Browse |not selectad Uparade
= Select the new fimmware version distributed by ISP from
Shietwork Capture locsl disk 2nd upgrac door phone

[ Configuration =
Firmuvare Version

B Display the current firmware version of curren device.
Eacall Event Hardware Version
Display the current hardware version of cument device.
D Reboot
=Coo Reset Factory
PR 1 will reset this device's al setting & the default
configuration.
Reboot
Reboot the davice when you dlick it
Warning :
Field Description :
*
Version The doorphone firmware & hardware version.

Upgrade Click Browse to select a version file to upgrade from LAN.

4.6.2 Auto Provision

Auto Provision , to use for configuration file upgrade , upgrade mode setting and DHCP
setting to receive SIP server address, see as below,

Status  Account Network Door Phone PhoneBook Maintenanoe  Security Defaull password. Please diange! LogOut @  Language [2

2022/07/09 10:21:14

®Upgrads DHCP Option el

# Auto Provision Custom Option | (128~259)
(DHCF Option 65/43 i€ Enabled by Default)

Description

& 5ystem log Manual Autop URL
_ o Specify the autop server's URL address of this device
= Network Capture Provisioning Server manually.
i Configuration URL | Pkiriatic Bty
= Usermame | Click here to go on the auto provision immediately.

password |
ERCall Event Comnon AES Key | Clear MDS
B ) | Reset MDS Valus for configure file so that door phone
S Reboo will be forced to dovinload and apply configure file during
= the next Provisioning process.
iS0oor Log Auto Provision

Mods

Schedule Sunda: hd

e Warning :
122 {0~23h)
1) {0~59min) Field Description :
Idle Check Time 0 | (o~s0)
Submit Shortcut
Clear MD3 Submit
v Cofertion Tomplae e | |

Auto Provision Now

Auto Provision Now



DHCP Option To receive server ip address via DHCP custom option.

Provisioning server To input the server URL address which from the server you want, then
fill up the username & password, Common AES Key, MAC-AES
key.

Then select “Power On” in Auto Provision and click “Auto Provision
Now”, door phone will auto grade.

Auto Provision Auto Provision Mode default is Power On, means doorphone will auto
download configuration file followed server URL address.
Auto Provision Mode : Disable, Power On, Repeatedly, Power On
+Repeatedly, Hourly Repeat, Power On+ Hourly Repeat)
Schedule: The interval of Auto Provision Mode
Clear MD5: Can upgrade again after Clear MDS5
Export AutoP Configuration Template: AutoP Configuration
Template can be edit, and then put into server URL address.

Auto Provision Now N/A

4.6.3 System Log

Status Account Network DoorPhone PhoneBook Maintenance Security Default password. Please change! Logout © I.anguage
2022/07/09 10:22:11
® Upgrade Help
System Log
& Auto Provision
P Log Level Dessaiption :
A 'em log System Loglevel
Bportlog Select 2 level of the logs to export{It will take effect
c Remo 51203 ey
Remote Syslog Server
Export Log
= Export door phone's logs to local PC
Warning :
Field Description :
Submit Shortcut
Concl
*
Log Level Default level is 3, (Level 1-7), higher level, more secure.
Export Log To troubleshoot after export log.
Remote Syslog To send the doorphone system log to remote syslog server after select
Enable.




4.6.4 Network Capture

Network Capture now support 2 interfaces, default is “eth0”,another is “VPN”.

Status Account Network DoorPhone PhoneBook Maintenance Security Default password. Pleaﬁecllange!ujgouto [ELYITEN T English ~

2022/07/09 10:23:41

@® Upgrade Help
Network Capture
& Auto Provision
Interface SthD v Destription

& System log

et e -

Click start to capture door phone's packst, dlick stop

-

2= Network Capture to stop capture, and click export to export the PCAP
[ Configuration irror file to local PC after stop it.

@pnp Ethernat Port Mirror Disabled v |

EaCall Event Warning :

% Rehoat

< Reboat Field Description :

= Door Log

Submit Shortcut

Conc

4.6.5 Configuration

To import & export configuration file, and the reset to factory seting, see as below.

Status Account Network Door Phone PhoneBook Maintenance Security Default password. Please change! LogOut @  Language [SFE] ~
2022/07/09 10:24:13

@ Uparade Configuration Help
&9 Auto Provision o
T rt Confi tion File(.tgz/.conf/. Browse it selected
mport Configuration File(.tgz/.conf/.cfg) ﬁ et o Description
& System log Configuration
R e Export Configuration File Export Click export to export door phone's current
S e T configuration, select a .tgz config file to
K Configuration Reset To Factory Sefting import/overwrite the config of door phone.
@pnp
Edcall Event Warning :
24 Raboot
ke hehook Field Description :
EEDoor Log

4.6.6 PnP

Doorphone send subscribed news regularly to the PnP server, and PnP server will deploy
the configuration files to doorphone, doorphone prase the configuration files and auto upgrade

Status  Account Network DoorPhone PhoneBook Maintenance Security  Default password. Please change! Logout ©  Language BT v

2022/07/09 10:24:48

®upgrade Pnp

Help
&t Provison a5 ) < o
Description
5ystemlog Server Address 224.0.1.75 P
Server Port PnP s an efficient way of provisioning the phones
Snetwork Capture et
Updste Irterval (1eB0min) ge.
I Configuration
e e
Warning :
ECall Event
Field Description
S Reboat
— Submit Shortcut
£=Door Log

Cancel



4.6.7 Call Event
Trough CDR, FTP or http URL, Call Event can push service to server ip address.

Status Account Network Door Phone PhoneBook Maintenance Security Default password. Please change! Logout ©  Language [R5 ~

® Uparade

#» Auto Provision
& System log

= Natwork Capturs
I Configuration
@pnp

EaCall Event
Reboot

i=Door Log

2022/07/09 10:25:33

Call Event Help
Action to Exacte FTP [ Email [ Hep URL
el L Description
HHp Rl Call Event
CDR Push Servica Disabled v Set parameters of call events.
Remote COR Server IP Porit 514
Warning :

Field Description :

Submit Shortcut

G

4.6.8 Reboot

To reboot doorphone.

Status Account Network Door Phone PhoneBoock Maintenance  Security Defaull password. Please change! Logout @  Language BN EEEEES

2022/07/09 10:26:01

® Upgrade

Auto Reboot Help
# Auto Provision At ——
&.System log Reboot Time 7 0 Ao Rebaot:
S etwork Capture Reboot Interval 2 et e
i Configuration Reboot Now
@pnp e Warning :
& Call Event Field Description :
Rabont Submit Shortcut
= 000 Log
*
Auto Reboot Active: To configure Disable, (Disable, Every Day, Repeatedly)
Reboot Time: If select “Active- Every Day”, then you can set this
Reboot Time, for example, if set “22:00”, then doorphone will reboot
at 22:00 every day.
Reboot Interval: If select”Active-Repeatedly”, then you can set this
Reboot Interval, for example, if you set “8h”, then door phone will
reboot every 8h.
Reboot Now Restart.




4.6.9 Door Log

To display door access record, currently support All, Card Reader, Password, DTMF, Web,
Indoor, SIP Fail, Net Fail, Server Temp Password, Server Dynamic Password, and also support
door open record export.

Status Account Network DoorPhone PhoneBook Maintenance Security Default password. Please change! LogOut @ Language [SiFEN] -

2022/07/09 10:26:58

grad Door Open History ‘A” "|| Export | Help
& auto Provison index  Type | DosrMumber  Tme | Name | Mamber | Swws L
1 Password 2 Zh2e Or Success [Off Desaiption
&.5ystam log 09:13:41 S—
2 tndoor 1 Sdeete Suceass ]| Door opening record.
aNatwork Capture 252‘2 0‘7 o
3 Indoor 1 Success O
I Configuration 21;2;?375;
4 DTMF 2 BEas 304@192.168.1.99 Success O
@pp 2022-07-04 Warning :
= 5 DTMF 1 i a 304@192.168.1.99 Success O
Call Event = Field Description :
card 2022-07-04 el p
— L[ s 1 it 1 2432054F Suiccess 0
&> Reboat 2022-07-04 -
7 Indoor 1 sl Success )
i=Door Log Card 2022-07-04
8 - 1 i 1 24a2054f Success OJ
2022-07-04 -
9 Indoor 2 11:30:37 Success O
2022-07-04 -
10 Indoor 2 iria Success B
2022-07-04
11 Indoor 1 11930:34 Success @]
2022-07-04
12 DTMF 2 S 304@192.168.1.99 Success o
2022-07-04
13 DTMF 1 ieahn 304@192.168.1.99 Success O
2022-07-04
14 DTMF % 11:36:44 304@192.168.1.99 Suiccess [ ]
2022-07-04 -
15 DTMF 1, fuanlh 304@192.168.1.99 Success O

4.7 Security

To display & configure theWeb Password Modify, Web Session, SSH, Remote Control
Address IP list, and Web Server Certificate, Client Certificate.

4.7.1 Security Basic

To display & configure theWeb Password Modify, Web Session, SSH, Remote Control
Address IP list.

Status  Account Network Door Phome PhoneBook Maintenance  Security Default password. Please change! Logout @  Language [EREN -

2022/07/09 10:27-41

©Basic Web Session i
A Advanced
Time Qut 300 60~14400s, PREr:
fme By ( ) Description
# Modify password User Password/ Administrator Passward
S5H When logaing into the web user interface, you need
to enter the user name and password.
S5H Active Disabled v
“You can change the user/ administrator password
Remote Control for security reasons.
R —
‘Warning :
Submit Cancel
[Csubit ] e Ban
Submit Shortcut



Web Password Modify

Support 2 accounts, admin & user

Web Session

To configure interval of Web Session time out, means Web will back
to the login page if long times no operation.

SSH

To configure SSH login into the shell web page, default is Enable.

Remote Control Allowed

To configure remote control allowed access IP list to the doorphone.

Access IP List

4.7.1 Security Advanced

To configure upload the Web Server Certificate & Client Certificate, also check these

certificates are valid or not, see as below.

Status Account Network DoorPhone PhoneBook Maintenance Security

Default password. Please change! Logout ©  Language S50 ~
2022/07/09 10:28:38

e Web Server Certificate
Andvanced B
/ Modify password 1 IPphone IPphane Sun Oct 9 16:00:00 2034

Web Server Certificate Upload

Browse | not selected

Client Certificate

1 thawte Primary Root CA Thawte Consulting cc Sun Dec 3023:59:58 2020 [
2
-]
4
5
)
i
8
9
10

Pass change

Status Account Network  Door Phone PhoneBook Maintenance  Security

Help

Description

Wieb Server Certificate

Display all Web Server Certificates that are trusted
by Local Party. These Certificates should be used to
verify specific server before establish of HTTRS
connections.

Vb Server Certificate Upload
Upload Web Server Certificate

Client Certificate

Display all the Client Certificates that are used to be
verified by the Web Server.These Certificates should
be used to verify Local Party to certain Web Server.

Client Certificate Upload
Upload Client Certificate

Warning :

Field Description :

Default password. Please change! Logout @  Language
2022/07/09 10:29:29

Oasic Web Password Modify
e Userae
/#Modify password Current Password \:I

New Password

Confirm Password

G

Help

Description

User Password/ Administrator Password

When legging into the web user interface, you need
to enter the user name and password.

“You can changs the user/ administrator password
for security reasons.

‘Warning :

Field Description :

Submit Shortcut

G



